A novel security index based on the definition of perfect undetectability is proposed. The index is a tool that can help a control system operator to localize the most vulnerable actuators in the network. In particular, the security index of actuator i represents the minimal number of sensors and actuators that needs to be compromised in addition to i, such that a perfectly undetectable attack is possible. A method for computing this index for small scale systems is derived, and difficulties with the index once the system is of large scale are outlined. An upper bound for the index that overcomes these difficulties is then proposed. The theoretical developments are illustrated on a numerical example.
I. INTRODUCTION
Enabling proper control of critical infrastructures such as power grids or water distribution networks is of utmost importance. However, these systems are complex in nature, and controlling them in an efficient manner is not a trivial task. In fact, it is known that the problem of placing minimal number of actuators in the network to achieve controllability is an NP-hard problem in general [1] . Nevertheless, a number of approaches have been proposed for actuator placement such as to maximize alternative controllability metrics [2] - [5] .
In addition to controllability, it is important to consider security aspects of actuator placements. Indeed, incidents testify that control systems can become a target of malicious adversaries [6] - [8] . Furthermore, it has been recognized that cyber-attacks on control systems cannot be treated using the same tools as noise or disturbances, but that new techniques are required [9] . For instance, cyber-attacks impose fundamental limitations for state estimation [10] , [11] , detection [12] , and consensus in multi-agent systems [13] , [14] . Motivated by cyber-security issue, we propose a novel security index to characterize the vulnerability of actuators in control systems. Using the index, a control system operator can find the most vulnerable actuators in the system, and then focus a security budget to protect them [15] .
A security index was first introduced in [16] , to characterize security of sensors monitoring a power network. The power network was modeled as a static linear system, and the static security index was defined for each sensor i in the network. In particular, the static index is equal to the smallest number of sensors that needs to be attacked in order to conduct so called stealthy attacks that affects sensor i. Hence, the index captures both the intent of the attacker and the attack detectability.
Although the static security index proved to be useful to distinguish the most vulnerable sensors in the network, the challenge is to compute it once the number of sensors is large. In fact, it was shown in [17] that calculating the static security index is an NP-hard problem in general. However, for some network topologies, the index can be efficiently computed in polynomial time [17] - [21] . For example, in [18] , the authors introduced an upper bound on the static index that can be obtained in polynomial time by solving a minimum s-t cut problem in the graph. They also showed that this bound is tight in several cases of interest.
Security index has also been studied for dynamical systems [22] , [23] . In [23] , the definition of undetectability [12] was used to define a security index. In this paper, we build upon this work. In particular, we propose a novel type of security index for actuators based on the definition of perfect undetectability [24] , [25] .
The contribution of this paper is twofold. Firstly, a novel actuator security index based on the definition of perfect undetectability is proposed. For this index, we derive a sufficient and necessary condition that the solution needs to satisfy (Theorem 1). This condition can be verified efficiently, and can be used to find a security index once the number of sensors and actuators is small. However, two issues appear in large scale systems: (1) The problem of computing the index is NP-hard in general; (2) The index is fragile to system variations. Secondly, motivated by these issues, we derive an upper bound for the security index. For this, we use a structural model of the system [26] , and the notion of vertex separators introduced in [25] to study structural left invertibility of systems. In particular, we show how vertex separators can be used to define an upper bound of the index (Theorem 2). Interestingly, the problem of finding this upper bound can be reduced to the minimum s-t cut problem (Proposition 1). This results extends the previous work on the static index [17] - [20] , where the bound on static index was also obtained by solving minimum s-t cut problem. Besides being fast to calculate, the bound is robust with respect to system variations.
Paper organization. In the remainder of this section, we introduce notation. In Section II, we introduce the model setup and formulate the security index problem. In Section III, we discuss properties of the index. In Section IV, we propose an upper bound of the index, and in Section V, we outline its properties. In Section VI, we illustrate the findings on a numerical example. In Section VII, we conclude the paper.
Notation. For a vector x ∈ R n , ||x|| 0 = |support(x)| where support(x) = {i ∈ {1, . . . , n} : x i = 0}. For a signal a : Z ≥0 → R n , a = 0 implies a(k) = 0 for at least one k from Z ≥0 , and ||a|| 0 = | ∪ k∈Z ≥0 support(a(k))|. Let the indices of the elements of a be I = {1, 2, . . . , n}, and let I a ⊆ I. With a (Ia) (k), we denote the elements of a with indices from I a . For a transfer function matrix G with columns with indices from the set I, G (Ia) is a transfer function matrix that contains the columns of G from I a ⊆ I, and the normal rank of G is defined as normrank G = max{rankG(z)|z ∈ C}.
II. PROBLEM FORMULATION
In this section, we introduce models of the system and of the attacker. Based on them, we propose a security index that can be used to characterize how vulnerable actuators are.
A. Model Setup
The attacked system evolves according to the equations
where x(k) ∈ R nx is the state of the system, y(k) ∈ R ny+ne is the vector of sensor readings, u(k) ∈ R nu is the control signal, and a(k) ∈ R nu+ny is the sparse signal that models the attacks against the sensors and the actuators. We assume that all the signals are exponentially bounded, which implies that their Z-transforms exist. For brevity of exposition, we set x(0) = 0 and u = 0. This is without loss of generality because of the system's linearity. The first n u elements of a(k) correspond to attacks against the actuators, while the remaining n y elements correspond to attacks against the unprotected sensors. The assumption is that the last n e ≥ 0 elements of the vector y(k) are protected, so the attacker cannot manipulate them. This can be achieved by deploying additional physical protection and encryption/authentication schemes [15] . Therefore, matrices B a and D a are of the form B a = B 0 nx×ny D a = 0 ny×nu I ny 0 ne×nu 0 ne×ny and B is assumed to have a full rank. Indices of elements of a are denoted by I = {1, . . . , n u + n y }. The elements of a that correspond to attacked components can take any value, while the remaining elements are always zero. We also assume that the attacker knows the matrices A, B, C.
In the previous work on security index for dynamical systems [23] , the goal was to determine if the attacker with the resources introduced above is able to conduct undetectable attacks, where undetectability is defined next [12] . In the definition, y(k, x(0), a) is used to indicate that the measurement signal y at time step k is dependent on the initial state x(0) and the attack signal a.
Definition 1: The attack a = 0 is undetectable if y(k, 0, a) = y(k, x(0), 0) for every k ∈ Z ≥0 and some x(0).
This definition of undetectability implies that the attacked output y is identical to the one that comes from the initial state x(0). Therefore, if the defender has some knowledge about the initial state, this attack may be detected. In this paper, we impose a more strict definition of undetectability, so called perfect undetectability [24] .
Definition 2: The attack signal a = 0 is perfectly undetectable if y(k, 0, a) = 0 for every k ∈ Z ≥0 .
Notice that Definition 2 is more strict then Definition 1, since the attack signal a does not leave any trace in sensor measurements when it is perfectly undetectable.
B. Security Index Problem
We now introduce a security index based on the definition of perfect undetectability. The security index δ(i) is defined for every actuator i ∈ I. This index may indicate to the operator which actuators are the most vulnerable in the system, and help him/her to invest resources in a costefficient way [15] .
The value of security index δ(i) is equal to the minimal number of sensors and actuators that has to be compromised by the attacker, such as to conduct a perfectly undetectable attack. In addition, the constraint a (i) = 0 is imposed, and models a goal or intent by the attacker. This ensures that actuator i is actively used in the attack. Naturally, components with small δ(i) are more vulnerable than components with high δ(i). The worst case occurs when δ(i) = 1. In that case, a perfectly undetectable attack can be conducted by using only a single component, namely actuator i.
From the previous discussion, the security index problem based on perfect undetectability can be defined as follows.
Problem 1: Calculating security index
a (i) = 0 (C4) The objective function reflects our desire to find the minimal number of attacked components to conduct a perfectly undetectable attack (sparsest signal a : Z ≥0 → R n ). The constraints (C1) and (C2) ensure that the attack signal satisfies the physical dynamics of the system. The constraints (C2) and (C3) guarantee the attack to be perfectly undetectable, while the constraint (C4) ensures that the component i is actively used in the attack.
Remark 1: Problem 1 is not necessarily feasible. If a solution does not exist, we define the index to be ∞.
Remark 2: The previous problem can also be used for finding the security index of sensor i. However, in the case of perfectly undetectable attacks, at least one actuator must be attacked in order to make the attack signal against sensor i active. Therefore, the problem of finding δ(i) of sensor i can in general be reduced to the problem of finding an actuator with minimal security index that excites sensor i.
In the remainder of the paper, we are interested in analyzing and solving Problem 1.
III. SECURITY INDEX FOR SMALL SCALE
AND LARGE SCALE SYSTEMS In this section, we investigate properties of the security index. We first derive a sufficient and necessary condition that a solution of Problem 1 needs to satisfy. This condition can help us to find a security index for networks that have a relatively small number of sensors and actuators. We then outline difficulties with the index once the system is large, which motivate our further study in Section IV.
A. Calculating Security Index for Small Scale Systems
We now derive the sufficient and necessary condition that a solution to the security index problem needs to satisfy. We first revisit necessary and sufficient condition for existence of perfectly undetectable attacks [24, Theorem 1]. In the following, a transfer matrix from a to y is defined by
Lemma 1: Assume that the set of attacked sensors and actuators is I a ⊆ I. Then there exists a perfectly undetectable attack if and only if the transfer function G (Ia) has normal rank less than |I a |.
To ensure that the i-th attack signal is used in the perfectly undetectable attack, the following condition must hold.
Theorem 1: Assume that the set of attacked components is I a ⊆ I. There is a perfectly undetectable attack involving
(2) Proof: (⇒) Assume (2) does not hold, but there exists a perfectly undetectable attack with Z transform A, A (i) = 0, such that G (Ia\i) A (Ia\i) + G (i) A (i) = 0. We split the proof into two cases:
Case (I). Since undetectable attacks are possible, transfer function [G (Ia\i) G (i) ] needs to have normal rank lower than |I a | according to Lemma 1. Therefore, it follows
which implies that (2) holds and contradicts the assumption.
Case (II). Let the set
Therefore, (2) holds, so we again have a contradiction.
(⇐) If (2) holds, then there exist real rational functions P and Q = 0 such that G (Ia\i) P + G (i) Q = 0. Thus, an attack signal A (i) can be masked by applying the attack signal A (Ia\i) = P Q A (i) on the remaining components.
The condition from Theorem 1 can be used for calculating δ when the number of sensors and actuators is relatively small. We can search all the subsets I a ⊆ I, i ∈ I a , and check if (2) holds. This condition can be checked efficiently, since the normal rank is equal to the rank of the transfer matrix for almost all z. The value of δ(i) is then |I a |, where I a is the subset of smallest cardinality that satisfies (2) .
B. Issues with Large Scale Systems
We now outline the two issues that appear once the network is of a large scale. Firstly, Problem 1 is combinatorial in nature, and therefore, NP-hard in general. Thus, the brute force search cannot be used to find a security index once the network is large. In fact, even in the static case, the security index problem is proved to be NP-hard [17] .
Secondly, as we show in the next example, the security index can be quite fragile with respect to changes in the system matrix A. Therefore, an actuator may appear to be more important than the other for one realization of the system, but for the other, that may not be the case. Given the complexity of large scale systems, it is reasonable to assume that they change configuration over time.
Example 1: Let the realization of a system be
and assume that the sensor is protected. It can be shown that the transfer function from the actuator to the sensor is equal to 0. Therefore, the security index δ(1) = 1. However, if A(3, 1) changes from 1 to 0, than any non-zero input influences the output that is protected, so δ(1) = +∞.
Motivated by these shortcomings, we introduce a robust and fast-to-calculate upper bound for δ.
IV. UPPER BOUND ON SECURITY INDEX
In this section, we introduce a robust structural model of the system [26] , and based on it, we derive an upper bound for the security index. In contrast to the original security index, the bound is robust to system variations and the exact value of the bound can be obtained in polynomial time. Preliminaries from graph theory and the minimum s-t cut problem are introduced first.
A. Preliminaries
Let G = {V, E} be a directed graph, with the set of nodes V = {v 1 , . . . , v n }, and the set of edges E ⊆ V × V. We say that two nodes v j and v k are non-adjacent if there exists no edge between them, and they are said to be adjacent otherwise. A directed path from node v j1 to node v j l is a sequence of nodes v j1 , v j2 , . . . , v j l , where (v j k , v j k+1 ) ∈ E for 1 ≤ k ≤ l. A directed path that does not contain repeated nodes is called a simple directed path. The vertex separator is defined as follows.
Definition 3: Let G = {V, E} be a directed graph, and v a ∈ V and v b ∈ V be non-adjacent nodes. A vertex separator for v a and v b is a subset of nodes V ⊆ V \ (v a ∪ v b ) whose removal deletes all directed paths from v a to v b .
We now briefly revisit the min s-t cut problem. Assume that a weight w ij is associated to each edge (v i , v j ) ∈ E of the graph G = {V, E}. The node set V contains two nodes of special importance: source s and sink t. A partition of the nodes into disjoint sets V s and V \ V s that satisfies s ∈ V s and t ∈ V \ V s is called an s-t cut, while the cut capacity is
The minimum cut problem can then be defined as the problem of finding a cut of minimum capacity:
Algorithms for finding the exact solution of this problem efficiently are well known. For instance, the algorithm from [27] solves the problem with running time O(|V||E|+|V| 2 log|V|).
B. Structural Upper Bound
To derive a robust upper bound for the security index, we first introduce the structural model [A], [B], [C] for the system (1) [26] . The structural matrix [A] has only binary elements. If [A](i, j) = 0, then A(i, j) = 0 for any realization A of the system. In case that [A](i, j) = 1, then A(i, j) can take values different from 0. Same holds for [B] and [C]. On one hand, this model is less informative, since it does not use the exact values of the coefficients from A, B, C. However, this also makes it robust to system changes, which are to be expected in large systems.
We restrict our attention to matrices [B] and [C] with a special structure. It is assumed that each of the actuators influences directly only one of the states, and each of the sensors measures only one of the states for any realization. This is a commonly adopted simplifying assumption in actuator and sensor placement problems [3] , [4] , [28] . We also exclude realizations where an actuator (a sensor) is idle, that is, it does not influence (measure) any state. 
In [25] , the authors considered the problem of designing a system such that perfectly undetectable attacks with p components are not possible. In their framework, every state can be attacked. They derived a graph theoretical condition that states that if minimal vertex separator in between each of the nodes x i and sink node t is greater than p, then perfectly undetectable attacks using p components cannot be conducted for almost every realization of the system. In what follows, we show use vertex separators to upper bound the security index.
Theorem 2: Let G t be the extended graph of the system, U a ⊆ U (Y a ⊆ Y) be subsets of actuators (sensors) under the attacker's control, and u i ∈ U a an actuator for which we want to estimate the security index. Let X a be defined as Proof: To prove the claim, we first introduce an attack strategy. We then prove that this attack strategy is using actuator u i , and it is perfectly undetectable.
For actuator u i , the attacker injects an arbitrary persistent signal a (ui) = 0, which ensures that the actuator is used in the attack actively. For other actuators u j ∈ U a \ u i , the attack is a (uj ) 
is the row of matrix A corresponding to attacked actuator u j , and b (uj ) is the element of B multiplying a (uj ) (k). Thus, we have x p (k) = A (uj ) x(k) − A (uj ) x(k) = 0, where x p ∈ X a is the state adjacent to u j . Therefore, we conclude that all the states from the set X a are always equal to 0, since x(0) = 0. For the attacked sensor y j ∈ Y a , the attack signal is given by a (yj ) (k) = −C (yj ) x(k), where C (yj ) represents the row of the matrix C corresponding to attacked measurement y j .
We now prove that the strategy is perfectly undetectable. From the strategy, we have y j (k) = C (yj ) x(k)+a (yj ) (k) = 0 for arbitrary y j ∈ Y a . Thus, attacked measurements are always equal to zero. It remains to be proven that under the condition stated in the theorem, non-attacked sensor measurements Y \ Y a remain 0 as well. Let X b be the set of states for which there exists a directed path from actuator u i that does not contain the states X a , and let X c = X \ (X b ∪ X a ). Note that the states X b cannot be measured using non attacked sensors Y \Y a , since that would imply that there exists a path in between u i and sink t, which would contradict the assumption that X a ∪ Y a is a vertex separator. Additionally, edges (x b , x c ) where x b ∈ X b and x c ∈ X c cannot exist, since that would imply that there exists directed path from u i to x c . Since x(0) = 0 and the states X a are equal to zero, we conclude that any state x c ∈ X c remains 0 during the attack. Thus, non-attacked sensor measurements Y \ Y a are equal to 0. It follows that perfectly undetectable attacks with a (ui) = 0 can be conducted using U a ∪ Y a , which concludes the proof.
Based on the previous result, we can formulate the problem of finding an upper bound for the security index. The idea is to find minimal number of attacked components U a , Y a such that the condition stated in Theorem 2 holds. We then analyze this bound in the next section.
Problem 2: Calculating structural upper bound minimize Ua,Yaδ
is a vertex separator for u i and t u i ∈ U a Remark 3: Problem 2 does not have to be solvable, in which case we define the bound to be equal to ∞.
V. PROPERTIES OF UPPER BOUND
We now outline two important properties ofδ.
A. Robustness
The first important property ofδ is its robustness to system variations. Since it is derived based on a structural model of the system [A], [B], [C], which does not use the exact values of model parameters, the bound has the same value for any realization of the system A, B, C. Therefore, the bound can help us to find extremely vulnerable actuators in the system. Namely, having a small value of the boundδ(u i ) is far more serious than having a small value of δ(u i ). In case that δ(u i ) is small, the attacker can conduct the attack involving actuator u i for any realization A, B, C of the system using a small number of components.
On the other hand, the bound does not necessarily have to be tight, as shown later in the simulations. Therefore, in case that we obtain a large value of the bound for some actuator, we do not know whether or not the attack can be conducted using a smaller number of components. Tightness of the bound will be addressed in the future research.
B. The Bound can be Computed Efficiently
In what follows, we show that Problem 2 can be converted to a minimum s-t cut problem. Thus, the exact value of the bound can be obtained efficiently, using well established algorithms such as [27] . The main step is to transform G t to a convenient graph G ui = {V ui , E ui }, with an additional set of weights W ui for each edge in E ui . In what follows, we refer to node x j ∈ X as a node of Type 1 if it is adjacent to actuator u k = u i . Otherwise, we say the node is of Type 2.
Remark 4: In [25] , it was explained how to construct a graph for finding a minimal vertex separator. However, in our case, not all the states are controllable by the actuators and protected sensors are possible, so the graph needs to be adjusted accordingly.
The set of nodes V ui contains actuator u i for which we are calculating the bound (source node), a dummy node t (sink node), the nodes x j1 and x j2 for every node x j ∈ X of Type 1, the nodes x j ∈ X of Type 2, and the sensors Y. The set of edges E ui is constructed according to the following five rules. (1) The edge (u i , x j ) ∈ E ux is contained in E ui , and its weight is ∞. (2) If x j = x k are of Type 1, and if (x j , x k ) ∈ E xx , then (x j2 , x k1 ) ∈ E ui . If x j is of Type 1 and x k is of Type 2, and if (x j , x k ) ∈ E xx , then (x j2 , x k ) ∈ E ui . If x j is of Type 2 and x k is of Type 1,
The weights of all the aforementioned edges are ∞. (3) For every pair of nodes x j1 and x j2 that correspond to a node x j of Type 1, we add an edge (x j1 , x j2 ) of weight 1 to E ui . (4) For every edge (x j , y k ) ∈ E xy where x j is of Type 1, we add an edge (x j2 , y k ) to E ui . If y k is protected, the edge weight is ∞. Otherwise, the weight is 1. Similarly, for every edge (x j , y k ) ∈ E xy where x j is of Type 2, we add an edge (x j , y k ) to E ui . The weight of the edge is determined in the same way as for the state of Type 1. (5) There exists an edge between every measurement Y and sink t. The weights of these edges are ∞. We now introduce an example to clarify the differences between G t and G ui .
Example 2: Let the structural matrices be given by Assume that the first sensor can be attacked, while the second one is protected. The extended graph of the system G t is shown on Figure 1 (a) , and the graph G u1 constructed for the purpose of solving Problem 2 for u 1 on Figure 1 (b) . We now show that Problem 2 can be reduced to solving a minimum s-t cut problem on G ui . As we mentioned in the introduction, this result extends the previous finding for the static security index derived in [18] , which also used min-cut to find an upper bound on the static security index.
Proposition 1: Assume that the Problem 2 is solvable, and letδ(u i ) be the optimal value. Let δ * be the value of minimal u i -t cut on graph G ui . The equalityδ(u i ) = δ * + 1 then holds. In case thatδ(u i ) = +∞, then δ * = +∞.
Proof: By construction, for every simple directed path u i , x i , . . . , t in G t there exists exactly one simple path in G ui which is either the same, or obtained by replacing every state x k of Type 1 that belongs to the path by a pair x k1 ,x k2 . Similarly, for every simple directed path u i , x i , . . . , t in G ui , there is exactly one simple directed path in G t which is the same, or obtained by replacing every pair x k1 ,x k2 by x k . Note now that selecting u j = u i to belong to a solution of Problem 2 implies that we select the state x k adjacent to u j to belong to a vertex separator in graph G t . This action is equivalent to cutting an edge in between the states x k1 , x k2 in the graph G ui . Adding a non-protected sensor y j measuring the state x k to a vertex separator implies that we delete all the directed paths from x i to t passing through the y j . This action is equivalent to cutting an edge in between x k (or x k2 ) and y j in the graph G ui . Therefore, finding a vertex separator from u i to t for graph G t is equivalent to finding a minimum u i -t cut in the graph G ui . Given that the cut capacity δ * does not take into consideration actuator u i , we need to increase δ * by 1 to obtain the valueδ(u i ).
If Problem 2 is not solvable, then there exists a simple directed path u i , x i , . . . , t in G t which does not contain the states adjacent to the actuators u k = u i , or unprotected measurements. The same path exists in G ui , and can be deleted only by cutting an edge with the weight +∞.
VI. NUMERICAL EXAMPLE
We now illustrate the differences between δ andδ on a numerical example. We consider a system with 10 states, 4 actuators, and 5 sensors. The structural system matrix is 
The states x 3 , x 4 , x 7 , x 10 (x 2 , x 3 , x 4 , x 9 , x 10 ) are directly influenced by the actuators u 1 -u 4 , respectively (are directly measured by the sensors y 1 -y 5 , respectively).
A. Robustness
We first investigate how system variations influence the index and the upper bound. For this purpose, we generated 50 realizations (A, B, C) based on the structural model. The elements of A were generated as a(i, j) = XY , where X is a discrete random variable that takes values from the set {0, 1} with probabilities p 0 = 0.3 and p 1 = 0.7, and Y ∼ N (0, 1). We set B = [B] and C = [C] in all the realizations. For each realization, we calculated the security index and the upper bound for u 1 -u 4 . The results are shown in Figure 2 .
Firstly, it can be seen that the security index is indeed fragile. For example, δ(u 2 ) can take values {2, 3, 4, 5} depending on a realization. This confirms that defining security index based on a single realization can be misleading. Naturally,δ was the same for all the realizations. On the other hand, we also see that δ andδ are rarely equal, which is the weakness of the bound. For instance, for u 2 , the bound is tight for only 12 out of 50 realizations. However, the bound can still help us to find extremely vulnerable actuators, such as u 3 . For this actuator, the bound is tight in all the realizations, and we haveδ(u 3 ) = δ(u 3 ) = 1. Thus, it is enough for the attacker to attack this actuator in order to conduct a perfectly undetectable attack for any realization.
B. Computational Effort
We now compare the computational efforts needed to calculate δ(u 4 ) andδ(u 4 ). In this experiment, we kept the realization of the system fixed, and varied the number of sensors monitoring the system from 5 to 20 by placing additional sensors at random locations. To calculate δ(u 4 ), we performed brute force search through the power set I. For each subset, we used the function tzero implemented in Matlab to check if the condition from Theorem 1 holds. The search was stopped after finding the subset of minimal cardinality that satisfies the condition. To calculateδ(u 4 ), we used the function maxf low, which is also available in Matlab. The results are shown in Figure 3 .
As expected, the effort for calculating the security index grows exponentially with the number of components within the system. On the other hand, the effort for calculating the upper bound was almost not affected by the placement of additional sensors, and remained below 10 −2 [s]. This illustrates thatδ can be computed efficiently using well established algorithms.
VII. CONCLUSION AND FUTURE WORK In this paper, we proposed a novel type of security index based on the definition of perfect undetectability. A sufficient and necessary condition that a solution of the problem has to satisfy was derived. The condition can be used to find the index once the system is small scale. Deficiencies of the index for the case of large scale systems were then outlined. Namely, the problem of calculating the index is NP-hard in general, and the index can be fragile with respect to system variations. To overcome the deficiencies, an upper bound was introduced. This bound can be obtained efficiently, by solving a graph min-cut problem. Additionally, since it is based on a structural system model, the bound is not affected by system variations. Finally, differences between the bound and the index were illustrated on a numerical example. The future work will: (1) Investigate tightness of the bound;
(2) Consider the problem of placing additional sensors to improve the index, and make the system more secure.
